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It was so much simpler
when we were growing
up…
ΖI\RXERUURZHGDȵRSS\GLVFIURPD
friend and popped it into your computer,
you ran the risk of catching a computer
virus.
The answer to this risk was simple: Most
people installed antivirus software that
protected their computers for them. And
that was it.
But then two big things came along that
changed everything: The internet – and
greed.
You see, back in the day, most computer
viruses were written for fun, and for
WKHKDFNHUWRVKRZRWKHLUVNLOOV7KH\
were trying to break into computers and
access information for the challenge, not
WKHȴQDQFLDOUHZDUG
These days, hacking is a profession.
And a very lucrative one for some.
The internet has made it very easy to
access hacking knowledge and powerful
automated tools.
There’s also organised crime involved in
modern day hacking. The criminals are
systematic, thorough and ruthless with
their attacks.
Believe us when we tell you that all
businesses are being targeted by
hackers all the time. The automated
tools make this easy.
Don’t ever let anyone lull you into a false
sense of wellbeing about your IT security.
We see cyber-attacks on businesses
virtually every day. Mostly we see

evidence of failed attacks, as the
businesses we look after are well
prepared and protected.
But occasionally we speak to business
owners or managers we don’t (yet)
look after, who’ve been successfully
attacked. And the consequences can
be devastating, depending on what has
happened to them.
Anything that has been designed to steal
your data or hurt your computer systems
is now called malware – for “malicious
software”.
7KHUHDUHDQXPEHURIGLHUHQWZD\V
you can be targeted. Being aware is the
ȴUVWGHIHQVLYHZHDSRQ

Here’s our guide to the
nine most terrifying
kinds of malware.

1. Viruses
Malware is much more than just viruses. Which is
why you need a greater spread of defence than just
antivirus software.
Viruses can attack by infecting other
ȴOHVGHOHWLQJWKHPRUUHIRUPDWWLQJ
WKHPDQGPDNLQJLWYHU\GLɝFXOW
WRFOHDQXS2IWHQYLUXVHVZRUNE\
UHSOLFDWLQJWKHPVHOYHVRUE\ȵRRGLQJ
QHWZRUNVPDNLQJLWLPSRVVLEOHIRU\RX
WRSHUIRUPHYHQVLPSOHWDVNV

&OHDQXSFDQUDQJHIURPGLɝFXOWWR
YLUWXDOO\LPSRVVLEOHΖQPDQ\FDVHVWR
JHWWKLQJVZRUNLQJDJDLQ\RXZLOOQHHG
WRTXDUDQWLQHRUGHOHWHWKHDHFWHG
ȴOHV$QGSRVVLEO\HYHQUHEXLOGWKH
FRPSXWHUVIURPVFUDWFK

2. Worms
Worms have been around since the 90s. They work
by just one person opening an infected email… which
will then take down the whole network.
7KHVFDU\WKLQJDERXWZRUPVLVWKDW
XQOLNHDYLUXV\RXGRQȇWQHHGWR
WDNHDQ\DFWLRQWRVSUHDGLW:RUPV
UHSOLFDWHWKHPVHOYHVDQGDFWXDOO\
H[SORLWRWKHUVRIWZDUHWRGRWKHLUMRE
IRUWKHP

<RXPD\KDYHKHDUGRIWKHȆLORYH\RXȇ
ZRUPZKLFKFDPHRXW\HDUVDJRΖW
DHFWHGPLOOLRQ:LQGRZVPDFKLQHV
DFURVVWKHZRUOGLQMXVWGD\V
7KDWȇVKRZSRZHUIXODQGXQVWRSSDEOH
ZRUPVFDQEH

3. Trojans
Trojans - also known as Trojan horses after the
Ancient Greek story – have replaced worms as popular
hacking tools. They’re the new weapon of choice.
7KLVW\SHRIPDOZDUHWDNHVDGYDQWDJH
RILWVYLFWLPȇVODFNRIVHFXULW\
NQRZOHGJHΖWXVXDOO\DUULYHVLQWKH
IRUPRIDQHPDLODWWDFKPHQWDQG
WKHVHDUHEHFRPLQJPRUHDQGPRUH
DXWKHQWLFORRNLQJVRLWȇVHDV\WREH
FDXJKWRXW

2QFH\RXRSHQWKHDWWDFKPHQWȐ
EDQJȐLWȇVJRW\RX
7URMDQVFDQDOVREHSXVKHGRQWR
GHYLFHVZKHQ\RXODQGRQDQLQIHFWHG
ZHEVLWH
7KLVNLQGRIPDOZDUHLVGLɝFXOWWR
GHIHQGDJDLQVWEHFDXVHWKH\HDV\WR
ZULWHDQGDUHWULJJHUHGE\KXPDQV
RSHQLQJWKHPLQHUURU

4. Hybrids
You might associate hybrids with cars that are better
for the environment. There’s nothing good about a
malware hybrid.
/RRNEDFNDWWKHȴUVWWKUHHNLQGVRI
PDOZDUHZHȇYHWDONHGDERXWDQGKRZ
GLɝFXOWWKH\DUHWRSURWHFWDJDLQVW
1RZSLFWXUHWKHORYHFKLOGRIWZR
RIWKHVHIRUPVRIPDOZDUHTXLHWO\
DUULYLQJWRDWWDFN\RXUEXVLQHVV

7HUULI\LQJ$K\EULGLVMXVWWKDWȂ
PDOZDUHZLWKGLHUHQWDWWULEXWHVVXFK
DVWKHGLVJXLVHRIDWURMDQDQGWKH
SRZHURIDZRUP
$V\RXFDQLPDJLQHZLWKK\EULGVLWFDQ
EHYHU\GLɝFXOWWRFOHDQXSDIWHUDQ
DWWDFN

5. Ransomware
This might be 5th on our list, but ransomware is the
malware most feared by IT professionals.
5DQVRPZDUHLVDEVROXWHO\HQRUPRXV
ULJKWQRZ$QGEXVLQHVVHVOLNH\RXUV
DUHWKHSULPHWDUJHW
ΖWZRUNVE\HQFU\SWLQJDOO\RXUGDWD
DQGKROGLQJLWKRVWDJH<RXOLWHUDOO\
KDYHQRGDWDDWDOOȂQRFXVWRPHU
UHFRUGVQRȴOHVQRHPDLOVQRWKLQJ
&DQ\RXLPDJLQHKRZWHUULI\LQJWKDW
ZRXOGEH"
7KHKDFNHUVGHPDQG\RXSD\D
UDQVRPIRUWKHPWRIUHH\RXUGDWD
DQGJLYHLWEDFNWR\RX7KLVFDQEH
WKRXVDQGVRIeeeRIWHQDVNHGIRULQ
FU\SWRFXUUHQF\ VXFKDV%LWFRLQ ZKLFK
LVKDUGHUWRWUDFH
0RVWUDQVRPZDUHLVDWURMDQPHDQLQJ
LWUHOLHVRQVRPHRQHDFFLGHQWDOO\
WULJJHULQJLWE\RSHQLQJDQDWWDFKPHQW
RUYLVLWLQJDQXQVHFXUHGZHEVLWH
6DGO\WKLVW\SHRIDWWDFNLVYHU\GLɝFXOW
WRUHFRYHUIURPWKHȴQDQFLDOLPSDFW
FDQEHKXJHDQGWKDWȇVZLWKRXW
SD\LQJWKHUDQVRP

3OHDVHPDNHVXUH\RXUȴOHVDUH
EDFNHGXSUHJXODUO\WRDYRLGWRWDO
GHYDVWDWLRQ$QG\RXDQG\RXUWHDP
DUHWUDLQHGWRVSRWWKHV\PSWRPVRI
DQLPSHQGLQJDWWDFN

6. Fileless
malware
7HFKQLFDOO\WKLVLVQȇWDGLHUHQWFDWHJRU\EXWΖȇYH
included it because it poses a real threat to you and
your business.
$URXQGKDOIRIDOOPDOZDUHDWWDFNVDUH
GHOLYHUHGE\ȴOHOHVVPDOZDUHDQGWKLV
LVJURZLQJDOOWKHWLPH
:KHUHȆWUDGLWLRQDOȇPDOZDUHUHOLHVRQ
ȴOHVWRVSUHDGDQGLQIHFWWKLVIRUP
RIPDOZDUHUHOLHVRQPHPRU\RU

RWKHUȴOHOHVVSDUWVRI\RXUFRPSXWHUȇV
RSHUDWLQJV\VWHP
7KLVW\SHRIDWWDFNLVPXFKKDUGHUWR
GHWHFWDQGWRVWRS

7. Adware
You’re on a website. There’s a pop-up. You click on it.
And before you know it, some software is installed
on your computer. Or there’s a new plugin to your
browser. Or your browser no longer uses your search
engine of choice.
$GZDUHLVRIWHQPRUHDQQR\LQJWKDQ
GDQJHURXV%XWLWFDQVORZFRPSXWHUV
GRZQRUPDNH\RXPRUHYXOQHUDEOH
WRRWKHUDWWDFNV$QGDQ\WKLQJWKDWȇV

LQVWDOOHGZLWKRXW\RXUH[SUHVV
SHUPLVVLRQLVDSHVWDQGVKRXOGEH
WDFNOHG

8. Malvertising
Don’t you just love a good word blend?
$V\RXSUREDEO\JXHVVHGPDOYHUWLVLQJ
LVPDOZDUHKLGGHQEHKLQGDGYHUWLVLQJ
'RQȇWFRQIXVHWKLVZLWKDGZDUH
0DOYHUWLVLQJRFFXUVZKHQDF\EHU
FULPLQDOSD\VIRUDQDGYHUWRQD
JHQXLQHZHEVLWH:KHQ\RXFOLFNRQ
WKHDG\RXȇUHHLWKHUUHGLUHFWHGWR
DPDOLFLRXVZHEVLWHRUPDOZDUHLV
LQVWDOOHGRQ\RXUGHYLFH

6RPHWLPHVHYHQJHQXLQHDGVDUH
FRPSURPLVHG$QGHYHQPRUHVFDULO\
VRPHWLPHV\RXGRQȇWHYHQKDYHWR
FOLFNWKHDGWREHDHFWHG7KLVLV
FDOOHGDGULYHE\GRZQORDGDWWDFN

9. Spyware
Once again, a very descriptive name. Spyware is used
to spy on you.
:KHQLQVWDOOHGVS\ZDUHFDQPRQLWRU
WKHZHEVLWHV\RXYLVLWHYHU\WKLQJ\RX
W\SH WKLVLVNQRZQDVNH\ORJJLQJ DQG
DQ\RWKHULQIRUPDWLRQDERXW\RXDQG
ZKDW\RXȇUHGRLQJRQ\RXUGHYLFH

6S\ZDUHLVDFWLYDWHGZKHQ\RXFOLFNRQ
VRPHWKLQJ\RXVKRXOGQȇWVXFKDVDQ
DWWDFKPHQWDSRSXSRUQRWLȴFDWLRQ
2UE\GRZQORDGLQJPHGLDIURPDQ
XQUHOLDEOHVRXUFH

ΖWȇVDJRRGZD\IRUVRPHRQHWRȴQG
RXW\RXUORJLQLQIRUPDWLRQDQG
SDVVZRUGV

/LNHDGZDUHWKLVLVVLPSOHUWRUHPRYH
EXWE\WKHWLPH\RXȇYHQRWLFHGLW
WKHUHȇVWKHULVN\RXȇYHJLYHQDZD\DORW
RIYDOXDEOHLQIRUPDWLRQ

So there we have it. The
9 most terrifying types of
malware and how they’ll
DHFW\RXDQG\RXUEXVLQHVV

The impact that many of these
forms of malware can have on
a business ranges from simple
lost productivity down to total
bankruptcy.
7KLVJXLGHLVMXVWDVLPSOHVXPPDU\
:HGRQȇWZDQWWRWHUULI\\RXZLWKIDFWV
DQGȴJXUHV%XWLWȇVVDIHIRU\RXWR
DVVXPHWKDW\RXGRQȇWZDQWWRGHDO
ZLWKWKHIDOORXWRIDPDMRUDWWDFNRQ
\RXUEXVLQHVV
5HPHPEHUZKDWZHVDLGULJKWDWWKH
VWDUWRIWKLVJXLGHAll businesses are
being targeted by hackers all the
time.
<RXQHHGWRPDNHVXUH\RXȇUHGRLQJ

HYHU\WKLQJ\RXFDQWRNHHS\RXU
EXVLQHVVVDIH7KLVVWDUWVZLWKFUHDWLQJ
DFXOWXUHRIWDNLQJ\RXUF\EHUVHFXULW\
YHU\VHULRXVO\
&RQVXOWZLWKDWUXVWHGΖ7VXSSRUW
SDUWQHUWRȴQGRXWWKHEHVWEOHQGRI
VRIWZDUHWUDLQLQJDQGSURFHGXUHVWR
NHHS\RXUEXVLQHVVVDIH
7KHUHȇVDORWWKDWFDQEHGRQHWR
SURWHFW\RXUEXVLQHVVDQGLWVGDWD
IURPDWWDFN%XWRIFRXUVHLWQHHGVWR
EHGRQHEHIRUHDQDWWDFNKDSSHQV
:HȇUHKHUHWRPDNHLWYHU\HDV\IRU\RX
WRWDNHDFWLRQ0RVWRIWKHKDUGZRUN
FDQEHGRQHIRU\RX
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